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e-portfolios    … are becoming increasingly popular as a tool for undertaking course work, collating 
evidence of achievements or for seeking employment. E-portfolios by their very nature contain a lot of personal  
information, some of which may be quite sensitive. This guide will help organisations manage their privacy obligations 
in relation to the use of e-portfolios.

Australian Flexible Learning Framework (2010), VET E-portfolios Privacy Impact Assessment Research Report: 
flexiblelearning.net.au/files/VET_E-portfolios_privacy_impact-assessment-RRF.pdf 

Australian Flexible Learning Framework (2010), VET E-portfolios Privacy Guidelines:  
flexiblelearning.net.au/files/VET_Eportfolios_privacy_guidelines_FINAL.pdf 
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Visit flexiblelearning.net.au/content/e-portfolios-resources to access these other e-portfolio guides:
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•	 E-portfolios for information technology and teaching 
and learning support services

•	 E-portfolios for employers, professional bodies and 
career services

•	E-portfolios	for	learners	
•	E-portfolios	for	teachers	and	trainers	
•	E-portfolios	for	CEOs	and	managers
•	E-portfolios	for	employees



This guide provides useful tips to help your organisation manage its privacy responsibilities when implementing 
an e-portfolio system. This guide does not intend to provide legal advice, just general information about good 
privacy	practices.	If	any	conflict	exists	between	this	information	and	any	relevant	law	or	your	organisation’s	
privacy policy, the latter should take precedence.

What is privacy?
Privacy is the right to control the access and use of personal information. This means that learners have the 
right to decide what and how much of their personal information is shared, and with whom it is shared, as well 
as the right to know how their personal information is being used.

Why protect learner privacy?
Helping learners protect their privacy is important and as a training organisation, you are legally obligated to 
protect learner privacy. 

As a personal online space, an e-portfolio can contain a lot of personal details about a learner such as results, 
comments on assignments and employment history. Inadvertent disclosure of their personal information can 
affect their learning outcomes or have negative consequences, including embarrassment and harm to their  
professional reputation, or current or future employment prospects. It can also increase the possibility of  
identity theft.

Failure to support learners to use their e-portfolio safely may lead to privacy complaints, damage to your  
organisation’s	reputation	or	poor	take	up	of	your	e-portfolio	system.		

How can you maximise your e-portfolio system investment?
Take-up of an e-portfolio system will be impacted by the amount of trust that learners have in the system.  
Taking measures to promote and protect learner privacy prior to implementation, as well as communicating 
those	measures,	will	help	instill	learner	confidence	in	the	system.	Learners	should	be	given	a	clear	picture	of	
the purpose and goals of the e-portfolio system, effective control over what information they can share, and  
assurance	that	their	thoughts,	work	samples	and	records	will	remain	confidential.	

Careful	planning	with	regard	to	managing	privacy	risk	will	reduce	the	risk	of	receiving	privacy	complaints	as	
well as the need for costly system changes and upgrades, which may be required to increase take-up or  
ensure	compliance	with	privacy	laws.	Providing	learners	with	a	copy	of	your	organisation’s	privacy	policy,	code	
of conduct for internet and computer use, and guidelines and terms and conditions of use for the e-portfolio 
system will help learners understand how to protect their own privacy and discourage them against sharing  
illegal	or	inappropriate	content	stored	in	their	e-portfolio	and	breaching	other	learners’	privacy.	Providing	 
learners with information about how to manage their own privacy will also help your organisation manage its 
mandated responsibilities in relation to intellectual property and copyright.  

The E-portfolios and Managing Privacy for Learners and the E-portfolios and Managing Privacy for Teachers 
and Trainers guides provide information to help learners manage their privacy when using an e-portfolio. The 
Australian Government also publishes information on privacy, which you can pass on to learners, such as Your 
ultimate privacy survival guide: privacy.gov.au/topics/youth

Which privacy laws are applicable (if any)?
Many organisations that offer an e-portfolio to their learners will be subject to an Australian or state/territory 
privacy law. Which laws apply will depend on the type of organisation, as well as other factors such as annual 
turnover and whether you are a contractor to a state or territory government. 

A summary of privacy laws:

•	 The Australian Privacy Act applies to Australian Government agencies and to the majority of private 
sector	organisations	including	community	and	not-for-profit	organisations.	Organisations	exempt	from	the	
Act include small businesses with an annual turnover of $3m or less (unless they trade in personal  
information or handle health information or where they are contracted service providers). Private training 
organisations may be subject to the Privacy Act. 

•	 State and territory agencies, including state training organisations established under state laws, will be  
subject to relevant state/territory laws. 

Below is an example of an access matrix which gives some indication of when a learner might provide access to 
others.

Content Roles
Learner Manager of 

learner info
Site  
admin

Tutors Other  
teaching staff

Employer Wider world 
(eg www)

Qualifications     Where relevant With consent With consent
Assessment results     Where relevant With consent With consent
Assignments      With consent With consent
Work samples  With consent  With consent  With consent With consent
Works in progress  With consent  With consent   With consent
Personal details  Where relevant  Where relevant   With consent
CVs  Where relevant     With consent
Reflections  With consent     

References  With consent    With consent With consent

Source: VET E-portfolios Privacy Guidelines, Australian Flexible Learning Framework, 2010, page 8

From a privacy perspective, the important thing is to be clear about the issues related to e-portfolio use and  
communicate these to the learner as part of the process of using the system.  

How can privacy risks be managed?
The best way to ensure privacy risk is managed is to develop a privacy plan prior to implementing the e-portfolio 
system. Start by determining what personal information will be held in the e-portfolio system and what privacy  
risks could arise. This will help your organisation think about the e-portfolio system design, the education and  
training, as well as the policies and procedures needed to manage risks to learner privacy. 

The	privacy	plan	should	include	specific	actions,	timeframes	and	responsibilities	surrounding:

•	 The selection and/or design of the e-portfolio system to ensure it includes the right security features, tools  
and settings to protect privacy. 

•	 Everyday good practice, including policies and procedures, security arrangements and an education and  
communication	program	about	how	teachers/trainers	can	protect	an	individual’s	privacy	and	how	learners	 
can protect their own privacy.

•	 Governance arrangements including who will have responsibility for audit and assurance processes to  
ensure policies and procedures are implemented effectively.

•	 Safety-net mechanisms for learners when mistakes occur including easily accessible sources of information  
and dispute resolution services. 

For more information refer to the VET E-portfolios Privacy Guidelines: 
flexiblelearning.net.au/files/VET_Eportfolios_privacy_guidelines_FINAL.pdf 

Privacy	laws	generally	protect	’personal	information‘,	which	is	any	information	about	an	identified,	or	identifiable,	 
individual.	A	learner’s	e-portfolio	will	include	identifiable	information,	such	as	the	learner’s	name	or	enough	 
information	to	identify	them,	so	it	is	likely	to	be	considered	to	hold	’personal	information‘.	Privacy	laws	work	by	 
establishing	information	handling	rules,	or	privacy	principles.	It	is	important	to	know	the	specific	privacy	principles	that	
apply to your organisation. 

A summary of the privacy principles in most laws are: 

•	 Only	collect	personal	information	if	it	is	necessary.
•	 Inform individuals why their information is needed and to whom it might be disclosed.
•	 Use and disclose personal information only as the individual would expect (eg because you have consent or  

have advised them how you will be sharing their information, or there is a legitimate basis such as an emergency 
or by law).

•	 Safeguard personal information and take into account potential risks and how sensitive the personal information is.
•	 Give individuals access to their own information, and correct it if they ask.
•	 Have a privacy policy setting out how personal information will be managed.   

These laws often require your organisation to ensure it has taken reasonable steps to protect personal information.  
As a result, compliance will be a matter of good judgment, taking into account individual circumstances and good  
privacy practices. Privacy laws do include enforcement provisions, which vary from law to law. This provides  
individuals with the right to complain about a possible breach of their privacy to the training organisation and ultimately 
to a privacy regulator, tribunal or other body. Privacy complaints are usually reconcilable with the resolution being an 
apology, a change in practice or in some cases, compensation. Privacy regulators have some powers to give  
directions to change organisational practice, award compensation and audit or investigate systems. 

The application of privacy laws in the case of an e-portfolio will depend on how much control the organisation has over 
the	e-portfolio	infrastructure	and	contents	as	well	as	any	identified	privacy	risks.	As	a	general	rule	the	more	control	the	
organisation has, the greater its responsibility to protect personal information. If the organisation requires learners to 
use	their	e-portfolio	for	a	specific	purpose,	it	may	have	more	obligations	to	protect	privacy	than	when	an	e-portfolio	is	
offered mainly as a service for learners to use if they choose.

Even if your organisation is not hosting the e-portfolio system, you may still need to consider how privacy laws apply 
to the e-portfolio host, particularly if the host stores personal information in another country. In this case, the e-portfolio 
host	may	be	subject	to	different	privacy	laws,	which	will	need	to	reflected	in	your	organisation’s	terms	and	conditions	
for the e-portfolio.   

Who owns and controls the contents of an e-portfolio?
The question of ownership of and control over the content of an e-portfolio will affect how your organisation manages 
the e-portfolio. This includes how much control the learner has over what they put into the e-portfolio, who has access 
to it and whether the content of the e-portfolio goes with the learner at the end of the course.

Ownership	and	control	considerations	include: 

•	 Whether the e-portfolio is being offered in the context of a partnership between your training organisation and an 
employer	in	order	to	meet	the	requirements	of	a	particular	qualification;	the	employer	may	own	certain	material,	 
or	there	may	be	questions	of	commercial	confidentiality.

•	 Whether your organisation needs to retain some or all of the e-portfolio content at the end of a course in order to 
meet its audit or funding body obligations.

•	 Whether your organisation will make the learner the owner of the e-portfolio content and whether it will,  
nevertheless, specify some limits on the use of the e-portfolio system. 

PRIVACY CONTROL


