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e-portfolios
and managing privacy for 
teachers and trainers

e-portfolios    ... are becoming increasingly popular as a tool for undertaking course work, collating 
evidence of achievements or for seeking employment. E-portfolios by their very nature contain a lot of personal  
information, some of which may be quite sensitive. This guide will help you to work with your learners to manage their 
privacy and personal information when using an e-portfolio.

For more information about privacy and e-portfolios:
Visit flexiblelearning.net.au/content/e-portfolios-resources to access these other guides about privacy and 
e-portfolios:

•	 E-portfolios and managing privacy for learners
•	 E-portfolios and managing privacy for training organisations
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More information
Visit flexiblelearning.net.au/content/e-portfolios-resources to access these other e-portfolio guides:

•	 E-portfolios for information technology and teaching 
and learning support services

•	 E-portfolios for employers, professional bodies and 
career services

•	E-portfolios	for	learners	
•	E-portfolios	for	teachers	and	trainers	
•	E-portfolios	for	CEOs	and	managers
•	E-portfolios	for	employees



What is privacy?
Privacy is the right to control the access and use of personal information. This means that learners have the right 
to decide what and how much of their personal information is shared, with whom it is shared, as well as the right 
to know how their personal information is being used.

Why protect learner privacy?
Helping learners protect their privacy is important. As a personal online space, an e-portfolio can contain a lot of 
personal details about a learner such as results, comments on assignments and employment history. Inadvertent 
disclosure of their personal information can affect their learning outcomes or have negative consequences,  
including embarrassment and harm to their professional reputation, or current or future employment prospects.  
 

It can also increase the possibly of identity theft. Failure to support learners to use their e-portfolio safely may lead 
to privacy complaints, damage to your organisation’s reputation or poor take up of your e-portfolio system. Learners 
are more likely to use their e-portfolio if they know they have control over what information they can share. 

Considerations when using an e-portfolio with your learners
Establish and communicate the purpose and objectives of the e-portfolio with your learners to help determine what 
content should be stored in the e-portfolio system as well as who may need access to the e-portfolio and in what  
circumstances.  
 

Consider	the	age	of	your	learners	and	their	experience	in	using	ICT	tools	and	e-portfolios	to	help	you	determine	
the right amount of support and advice they will need in gathering and sharing personal information online.  
Learners will need to be made aware of the types of content that may impact or infringe on other people’s rights or 
responsibilities, such as:

•	 copyrighted material
•	 intellectual	property	or	confidentiality	of	another	person’s	work	(eg	sharing	information	about	an	employer’s	 

competitive advantage or a piece of collaborative coursework)
•	 sensitive	or	culturally	sensitive	material	(eg	personal	reflections	on	health	or	other	issues)
•	 personal information about third parties
•	 links to social networking websites such as Facebook, Flickr and YouTube – linking an e-portfolio to these sites 

can inadvertently direct a viewer to the wider content of these sites
•	 your own mandated reporting responsibilities and actions (ie some sensitive/inappropriate information may 

require you to report this information to an authority by law).

Ensure that anyone who might need to add material to a learner’s e-portfolio, such as other learners, a teacher, 
trainer, mentor or employer, are aware of their privacy obligations and of any terms and conditions of use of the 
e-portfolio system. The learner should be informed of anyone who has access to their e-portfolio (or parts there 
of) such as the e-portfolio site administrator, and whether the e-portfolio system maintains a ‘log’ of their use of the 
e-portfolio service. 

Learners should also be advised whether they will have access to their e-portfolio and/or whether their e-portfolio 
will be ‘archived’ after leaving your organisation. If the learner won’t have access to their e-portfolio, you should 
ensure that they are informed of the deadline and given instructions on how to export the contents. If the learner 
will have access, ensure there are systems in place for support and retrieval of forgotten passwords as privacy 
includes the right to access personal information.

Content Roles
Learner Manager of 

learner info
Site  
admin

Tutors Other  
teaching staff

Employer Wider world 
(eg www)

Qualifications     Where relevant With consent With consent
Assessment results     Where relevant With consent With consent
Assignments      With consent With consent
Work samples  With consent  With consent  With consent With consent
Works in progress  With consent  With consent   With consent
Personal details  Where relevant  Where relevant   With consent
CVs  Where relevant     With consent
Reflections  With consent     

References  With consent    With consent With consent

Source: VET E-portfolios Privacy Guidelines, Australian Flexible Learning Framework, 2010, page 8

 

Under Australian privacy laws, organisations that manage personal  
information are obliged to ensure they only use the information for the purpose 
for which it was originally collected (eg assignment can only be used by you 
for assessment and cannot be shown to other people without prior permission 
of	the	learner).	Consider	what	information	you	will	need	to	keep	for	auditing	or	
moderating purposes and ensure learners are aware of how long and which 
information will be stored and/or archived, and with whom.

Learners may like to use their e-portfolio for another purpose than just your 
course (eg for their own personal interests). Make sure that your learners  
are aware of the terms and conditions of use of the e-portfolio system and 
ensure your learners have access to your organisation’s privacy policy, as 
well as your organisation’s code of conduct for internet and computer use. Ask 
the	privacy	contact	officer	or	ICT	department	to	see	if	these	already	exist	in	
your organisation. If your learners will be using an e-portfolio service provided 
by another organisation or you will be using a web service like a blog or wiki, 
make sure you and your learners are aware of their privacy policies.

Example: Using an e-portfolio to apply for a course
Jane has been working for a number of years as an aged care worker in a variety of nursing homes. During this 
time Jane has been using the e-portfolio supplied by her employer to document her experiences and her  
professional development. Jane is now applying to her local training organisation to undertake her Diploma in 
Nursing. Some of Jane’s previous training may make her eligible for RPL (recognition of prior learning). Jane is 
able to share evidence in her e-portfolio with the training organisation to demonstrate which skills she already 
possesses.	When	she	has	achieved	the	qualification,	she	will	be	able	to	provide	her	employer	with	an	electronic	
transcript of her results, accessible through her e-portfolio.

The major privacy issues are likely to be:

•	 From the employer’s perspective, as the e-portfolio provider, they will need to ensure Jane’s use of the  
e-portfolio	for	her	course	application	will	not	compromise	client	confidentiality.

•	 Jane will need to ensure that the e-portfolio system provides her with enough control so that she can be  
confident	the	training	organisation	will	only	view	necessary	information	in	the	application	process.	

•	 If Jane is going to provide the training organisation with online access to her e-portfolio, Jane and her  
employer	will	need	to	be	confident	that	she	can	safely	give	the	training	organisation	access	without	 
compromising system or content security.

•	 Depending on the conditions under which the employer offers the e-portfolio, Jane may also want to be sure 
that	in	giving	her	employer	access	to	her	qualifications,	other	content	will	remain	confidential.	

Below is an example of an access matrix which gives some indication of when access might be provided to the 
e-portfolio.

As well as guidance and training, you can further support 
learners by providing your contact details or the contact 
details of the e-portfolio provider, which they can use when 
they are uncertain about their content, access or if they  
want to report misuse. 

The E-portfolios and Managing Privacy for Learners guide 
provides information to help learners manage their privacy 
when using an e-portfolio. There are also government 
sources of privacy advice, which you can pass on to  
learners, such as: privacy.gov.au/topics/youth

Policies and documentation to support learner privacy


